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1
Decision/action requested

This contribution proposes updates to solution#3 to be captured in TR 33.819 
2
References

[1]
3GPP TR 33.819: “Study on security for 5GS enhanced support of Vertical and LAN Services”.
3
Rationale

This contribution updates Solution #3. Based on various factors, the network may decide to check if UE is allowed to access the CAG cell, early (before authentication) or later stages of registration procedure. Some of the factors which the network may take into consideration to determine to check UE’s access to CAG cell before authentication are, network selection mode from the UE, any change in UE’s CAG subscription data, frequency of authentication, time of last successful authentication etc.
It is requested to SA3, to approve the below proposal for the TR 33.819 [1].
4
Detailed proposal

START OF 1st CHANGE
6.3.2
Solution details

During initial NAS (Registration) procedure, the network to verify whether a NPN UE is allowed to access the CAG cell, as early as possible, in order to avoid unnecessary signalling overhead. The steps below detail on how this verification can be done:

1. NPN UE sends initial NAS (Registration) request to the network. In this request procedure, NG-RAN verifies if CAG identifier (Identifier of the CAG cell which the UE accesses) is within ngRAN's allowed CAG ID list and sends the CAG identifier to the serving network's AMF. 

2. As per TS 33.501 [5] AMF/SEAF initiates primary authentication by sending in Nausf_UEAuthentication_Authenticate request message to the AUSF and includes in this request the CAG identifier received from NG-RAN.

3. If there is CAG identifier in the Nausf_UEAuthentication_Authenticate request received from SEAF, AUSF includes the CAG identifier in Nudm_UEAuthentication_Get Request message to the UDM.

4. UDM de-conceals SUCI, and if the CAG Identifier is included in the Nudm_UEAuthentication_Get Request message, then it verifies whether the UE (SUPI) is allowed to access the CAG cell. If the UE is allowed to access the CAG cell, then the UDM shall proceed further with the procedures as specified in TS 33.501 [5]. Additionally, the UDM includes the “Allowed CAG list” of the UE to the AMF, to perform the check for the subsequent procedure when needed, as specified in the SA2 procedures.

5. If the UE is not allowed to access the CAG cell, then the UDM includes "CAG cell Reject" in Nudm_UEAuthentication_Get Response message to AUSF, and does not proceed further in authentication procedure, for example, selection of authentication method and generation of authentication vector, like so. 

6. If there is "CAG Cell Reject" in Nudm_UEAuthentication_Get Response message from UDM, then the AUSF forwards the same to the AMF/SEAF in Nausf_UEAuthentication_Authenticate response message. 

7. If there is “CAG Cell Reject” in the Nausf_UEAuthentication_Authenticate response message from the AUSF, then the AMF rejects the UE's registration request by sending the Registration Reject message with an appropriate cause value, to the UE.

This method avoids overhead on UDM of generating Authentication Vector and the network to perform authentication, for the UEs that access via unauthorized CAG cell.

NOTE:
Privacy aspects of sending CAG Identifier from UE to the network is not part of this solution. 
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Figure 6.3.2-1: Access control during Registration Procedure

In step 4, based on various factors, the UDM may decide to check if the UE is allowed to access the CAG cell prior to authentication as illustrated above in step 4 or shall proceed further with the procedures as specified in TS 33.501 [5] without performing UE’s access check on CAG cell (CAG-ID). Some of the factors which the UDM may take into consideration to determine the UE’s access to CAG cell prior to authentication are, network selection mode of the UE, any change in UE’s CAG subscription data, frequency of authentication request, time of last successful authentication, etc.
END OF CHANGE
START OF 2nd CHANGE
6.3.3
Evaluation

Key Issue #6.1 in this document is about (D)DoS attack on PNiNPNs, resulting from large number of Registration requests from UEs which are not allowed to access a CAG cell. The solution addresses the key issue by minimizing the overhead on the network during the Registration procedure, avoiding the (D)DoS attack proposed in Key Issue.

During Registration procedure, the network verifies whether an UE is allowed to access a CAG cell and reject the UE's request, if the UE is not allowed to access the CAG cell. This verification is done prior to primary authentication and avoids signalling and computational overhead on the network, when an UE is not allowed to access a CAG cell.
The solution provides flexibility for the network, to avoid the signalling and computational overhead, by allowing the UDM to determine to check the UE’s access to a CAG cell prior to authentication.
In case of change of allowed CAG ID, provisioning the updated CAG ID to the UE is out of scope of this solution. Update to Allowed CAG list by the UE will be based on successfully protected message from the network. In case of change of Allowed CAG List, provisioning of the updated Allowed CAG list to the UE will be specified by CT1.
The proposed solution meets the requirement of key issue #6.1.
END OF CHANGE
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